The static nature of current computing systems has made them easy to attack and hard to defend. The idea of moving-target defense (MTD) is to impose the same asymmetric disadvantage on attackers by making systems dynamic and therefore harder to explore and predict. The workshop aims to address the MTD research challenges and methodologies to improve security. We have put together an exciting program, including eight papers and one invited keynote. Some texts in the summary are excerpted from the summaries of previous MTD editions.
INTRODUCTION
The MTD'19 workshop is the 6-th edition of the ACM moving target defense (MTD) workshop. As the motivation stated in the previous workshops, the idea of moving-target defense is to impose the same asymmetric disadvantage on attackers by making systems dynamic and therefore harder to explore and predict. In today's computer and network systems, adversaries do have an asymmetric advantage over the defender of a system because they have sufcient time to observe and learn the behavior of the system, identify possible vulnerabilities, and only attack the system when the attacker gains su cient knowledge about the system and the defender. MTD is able to consistently change the con gurations, settings, and parameters of the system such that the observed system behavior is hard to predict by the attacker. This creates a signicant uncertainty to the attacker and brings bene ts to the defender. The ultimate goal of MTD is to increase the attackers' workload so as to level the cybersecurity playing eld for defenders and attackers -ultimately tilting it in favor of the defender. Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for pro t or commercial advantage and that copies bear this notice and the full citation on the rst page. Copyrights for third-party components of this work must be honored. For all other uses, contact the owner/author(s). CCS '19, November 11-15, 2019 , London, United Kingdom © 2019 Copyright held by the owner/author(s). ACM ISBN 978-1-4503-6747-9/19/11. https://doi.org/10. 1145/3319535.3353550 This workshop will bene t the ACM CCS community by bringing together researchers and practitioners from academia, government, and industry to report on the latest research e orts on moving target defense, and identify new and promising research directions. As MTD has proven to be a potential game changer in the cyber security landscape, advancing the state of the art in this eld will be critical to securing the nation's cyber infrastructure against a vast array of known and unknown threats.
SCOPE OF THE WORKSHOP
The workshop seeks to bring together researchers from academia, government, and industry to report on the latest research e orts on moving-target defense, and to have productive discussion and constructive debate on this topic. We solicit submissions on original research in the broad area of MTD, with possible topics such as those listed below. As MTD research is still in its infancy, the list should only be used as a reference. We welcome all contributions that fall under the broad scope of moving target defense, including research that shows negative results. 
THE WORKSHOP
We received 15 submissions, of which we accepted 8 papers. The program consists of four major sessions; one keynote session for the invited keynote speaker to discuss the research challenges and summary of MTD as well as the speaker's vision about future research directions. The other three sessions are for full research paper presentation: one session discussing MTD in software systems, one discussing MTD in networking applications, and the third discussing modeling and analysis of MTD.
PROGRAM COMMITTEE
The program committee consists of distinguished scholars working in MTD-related areas.
Steering Committee:
